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Learning Objective

* Understand the basic HTTP request-response
handling mechanisms of a web server.

* Know the basic requirements of using Perl to
Implement the HTTP request-response handling
mechanisms of a web server.
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Lecture Outline

e Sockets

 An example minimal code for components of a
web server
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A Serial Web Server

 Here’s your solution to Ass 1 part Il ...well, almost!

#! [ usr/ bi n/ perl
# file: web_serial.pl
# Figure 14.2: The baseline server handl es requests serially

use strict:
use |1 O : Socket ;
use Web:

ny $port = shift || 8080;

ny $socket = |1 O : Socket:: | NET->new( Local Port => $port,
Li st en => SOVAXCONN,
Reuse => 1)

or die "Can’t create |listen socket: $!'";
while (ny $c = $socket->accept) {
handl e_connecti on($c) ;
cl ose $c;

}

cl ose $socket;
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*The Web. pmpackage used by your web server script:

package Web;
# file: Web. pm
# Figure 15.1: Core Wb Server Routines

# utility routines for a mninmal web server.
# handl e_connection() and docroot() are only exported functions

use strict;
use vars ' @ SA ,’ @EXPORT ;
requi re Exporter;

@ SA = ' Exporter’;
@XPORT = gw handl e_connection docroot);

ny $DOCUMENT_ROOT = '/ home/ wwi ht docs’ ;
my $CRLF = "\ 015\012";

(continued next page)
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sub handl e_connection {
ny $c¢ = shift; # socket
ny ($fh, $type, $l ength, $url, $rret hod) ;

| ocal $/ = "$CRLF$CRLF"; # set end-of-line character
ny $request = <$c>; # read the request header

return invalid_request($c)

unl ess ($net hod, $url) = $request =~ m "(CGET|HEAD) (/.*) HITP/1\.[01]!;
return not_found($c) unless ($fh, $type, $l ength)
return redirect($c,"$Surl/") if $type eq "directory’;

# print the header
print $c "HTTP/ 1.0 200 OK$CRLF";

print $c "Content-Ilength: $l engt h$CRLF";

print $c "Content-type: $type$CRLF";
print $c $CRLF

return unl ess $nethod eq ’ GET ;

# print the content

ny $buffer;

while ( read($fh, $buffer,1024) ) {
print $c $buffer;

}

cl ose $fh;

= | ookup_file($url);
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sub | ookup file {
ny $url = shift;
ny $path = $DOCUMENT ROOT . $url;
$path =~ s/\?2.*$//;
$path =~ s/\#.*$//;
$path .= "index.htrmd’ if $url=-m/$!;
return if $path =~ m/\.\./!;
return (undef,’ directory’,undef) if -d $path;
ny $type = "text/plain’;

$type = "text/htm’ if $path =~ /\.htnml ?2$/i;
$type = "image/gif’ if $path =~ /\.qgif$/i;
$type = "inmge/jpeg if $path =~ /\.jpe?g¥/i;

return unless ny $length = (stat(_))[7];
return unless ny $fh = 1G: File->new($path, "<");
return ($fh, $type, $l engt h);

HHBFHFHHEHHTEHFTEH

turn into a path

get rid of query

get rid of fragnent

get index.htm if path ends in /
don't allow relative paths (..)
oops! a directory

default M ME type

HTM. file?
A F?
JPEG?
file size

# try to open file
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sub redirect {
my ($c,$url) = @;
ny $host = $c->sockhost;
ny $port = $c->sockport;
ny $noved to = "http://$host: $port Surl";
print $c "HTTP/ 1.0 301 Moved permanent | y$CRLF";
print $c "Location: $noved_ t o$CRLF";
print $c "Content-type: text/htm $CRLF$CRLF"
print $c <<END;
<HTM_>
<HEAD><TI TLE>301 Moved</ Tl TLE></ HEAD>
<BODY><H1>Moved</ H1>
<P>The requested docunent has noved
<A HREF="$noved to">here</ A>. </ P>
</ BODY>
</ HTM.>
END

}

(continued next page)
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sub invalid request {
ny $c = shift;
print $c "HTTP/ 1.0 400 Bad request $CRLF";
print $c "Content-type: text/htm $CRLF$CRLF"
print $c <<END;
<HTM_>
<HEAD><TI TLE>400 Bad Request </ Tl TLE></ HEAD>
<BODY><H1>Bad Request </ H1>
<P>Your browser sent a request that this server
does not support.</P>
</ BODY>
</ HTML>
END

}

(continued next page)
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sub not _found {
ny $c = shift;
print $c "HTTP/ 1.0 404 Docunent not found$CRLF";
print $c "Content-type: text/htm $CRLF$CRLF";
print $c <<END;
<HTM_>
<HEAD><TI TLE>404 Not Found</ Tl TLE></ HEAD>
<BODY><H1>Not Found</ Hl1>
<P>The requested docunent was not found on this server.</P>
</ BODY>
</ HTM_>
END

}

sub docroot {
$DOCUMENT _ROOT = shift if @;
ret urn $DOCUVENT ROCT;

}

1;

(continued next page)
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Sockets

e Sockets is a programming language concept which
allows a TCP or UDP connections to be formed

between two network programs.

* They serve as “end-points” of the TCP or UDP connection -
something Internet client and server code use to send data to the
other side.

* Programmer establish these connections by setting parameters
like port numbers, transport protocol, etc.

» The socket APl handles the details or TCP, UDP, IP, etc - this is
the concept of /layered software.

* |In Perl, the common way of using sockets is to
create the | O : Socket objects.
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Sockets in your web client

 Why didn’t we use sockets in our web client in the
last lecture?

 We did!
« The LWP: : User Agent class uses sockets to send requests for
us.

 If you look in the file C\A>SPERL\SITE\LIB\PROTOCOL\HTTP.PM,
you will see the similar calls to the 10::Socket class methods as in
our web server.
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More about Sockets

e You can learn the details of how to use socket

APIs in the unit B310 UNIX and Network
Programming.

e In this unit, we are more interested in the HTTP

request-response handling mechanism built on
top of the
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Our Serial Web Server

* In our example serial web server, we only deal with
one connection from one client at a time.

* This Is sufficient to demonstrate the concept of
request-response handling on our server.

e Extending this to a more realistic multiprocessing or
multithreading web server which can serve multiple
request at once (such as what the Apache web
server does) is beyond this unit.
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Our Serial Web Server

* For illustration purpose, we also only restrict
ourselves to only processing “GET” and “HEAD”
requests.
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Outline of serial _web.pl

<COVMENT S>
<LOAD PACKAGES>

<Get the PORT nunber fromthe first argunent to the script, or set
to 8080 if the script has no argunents>

<Create an Internet TCP socket for the given PORT nunber -
“Listen” is the maximum queue size for the socket, SOMAXCONN is

the a system variable - Setting “Reuse” to 1 means the same socket

can be used for more than one connection>

<LOOP>
<Get the handle to incoming communication>

<Pass the handle to handle connection() in Web.pm>
</LOOP>

<Close socket>
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Outline of handle_connection()

<Set the socket handl e supplied as a paraneter>
<Set the standard end-of-line character for HITP nessages>
<Read the contents fromthe socket handle into a request varibl e>

<CHECK FOR ERRORS SECTI ON\N>
<Check to nake sure the main request line has the right string
format. Call invalid request() otherwi se. Set $nethod to
GET or HEAD, and $url to the supplied URL>
<Call lookup file() to find the specified $url in the file system
Call not found() if |ookup file() fails.>
<If the type of ‘file’ return from lookup _file() is actually a
directory, call redirect()>

<Print the status line and the headers for the response to the
socket handle (ie. to the client)>

<If the HTTP method is “GET”, print the file requested in the URL to
the socket handle (ie. to the client)>
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Checking the request line:

($net hod, $url) = $request =~ nl ~( GET| HEAD)

A A

Match
beginning
of line

\ 4

Match either the
word “GET” or
the word “HEAD”

Put matching result in

(/.*) HTTP/1\.[01]

h 4

Match the word
“HTTP/1.0” or
“HTTP/1.1"

v

Put matching result in

Match the character “/”
followed by a sequencg
of zero or more non-
space characters

U
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Checking the request line:

¢ Some examples:

$request;] GET /1 ndex. htm HTTP/ 1.0 >  $method: GET
$url: /1 ndex. ht m

$request:] HEAD / mypage. ht mi HTTP/ 1. 1 »  $method: HEAD
$url: / nypage. htn
$request:) HTTP/ 1. 1 / nypage. ht M HEAD > FAIL!
$request:l GET /i ndex. html  HTTP/ 1.2 > FAIL!
$reques:| GET / HTTP/ 1.0 > $met;oollz ESET
url:
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Outline of lookup_file()

<Set the URL supplied as a paraneter>

<Add t he Docunent Root of your web site to the front of the URL -
converting fromthe URL to the file path>

<Get rid of spurious characters in the file path.>

<Fail if the the file path is really a path to a directory>
<Determne the file type and size>

<See if the file can be opened>

<return the a handle to the file, the file type and size>
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Outline of invalid_request(), redirect()
and not_found()

<Print to the socket handle (ie. to the client) the appropriate
headers for the HTTP response. >

<Print the appropriate nessage in HTM. to show to the user at the
client side.>

 These subroutine sends the relevant responses to
the web client when there are errors.
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What's missing for Assignment 17

* The only thing you need to implement in
Assignment 1 pat Il that is missing from the above
code is the dealing with the special files with

extension .336

* It's that simple!

* But remember you must show that you understand what you
submit — that’s not too much to ask.
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