B227 Tutorial: The Routing Table

In this tutorial, we will be going through:

1. How LINUX keeps its routing table,

2. Commands used to check and change the routing table 

Subsequent material are drawn from LINUX Network Administrator’s Guide by Olaf Kirch (O’Reilly, 1995). An full online version of the book can be found at 

http://www.uni-tuebingen.de/zdv/projekte/linux/books/nag/nag.html
The LINUX Routing Table

The routing table defines how IP chooses a gateway to use when delivering a datagram to a remote network. The routing information IP uses for this is basically a table linking networks to gateways that reach them. A catch-all entry (the default route) must generally be supplied, too; this is the gateway associated with network 0.0.0.0. All packets to an unknown network are sent through the default route. 

Routing tables may be built by various means. For small LANs, it is usually most efficient to construct them by hand and feed them to IP using the route command at boot time. For larger networks, they are built and adjusted at run-time by routing daemons (processes in the operating system); these run on central hosts of the network and exchange routing information to compute ”optimal” routes between the member networks (review the lectures on routing algorithms).

Checking the LINUX Routing Table for your machine

You can check the routing table on your machine by the command “netstat”. Try (don’t type the “#”):


# netstat -r

It displays the kernel routing table. Concentrate on the first two columns.

The -n option makes netstat print addresses as IP-numbers rather than the symbolic host and network names as defined in your /etc/hosts and /etc/networks files – have a look at the contents of these files. Try the following:


# netstat –r –n


# cat /etc/networks

Compare the names in the routing table and the names in the file.

The first column shows the destination addresses which has a routing entry for. The default entry applies to all packets to unknown networks. The second column of netstat's output shows the gateway the routing entry points to. If no gateway is used, an asterisk is printed instead. 

Other columns (just for your information – don’t worry too much about them):

The fourth column displays various flags that describe the route: 

G     The route uses a gateway. 

U     The interface to be used is up. 

H     Only a single host can be reached through the route. For example, this is the case for the loopback entry 127.0.0.1. 

D     This is set if the table entry has been generated by an ICMP redirect message (see section 3.5). 

M    This is set if the table entry was modified by an ICMP redi-rect message. 

The Ref column of netstat's output shows the number of references to this route, that is, how many other routes (e.g. through gateways) rely on the presence of this route. The last two columns show the number of times the routing entry has been used, and the interface that datagrams are passed to for delivery.

Changing the Routing Table

You can change the routing table on your machine using the command “route”. First of all, the following command:


# route -n

gives the same information as “netstat –r”. 

Try the following: 


# netstat –r


# traceroute uniwa.uwa.edu.au

You should see the first node in your output for traceroute is the default gateway as shown in the routing table. Now you can change the routing table by adding entries using “route add … gw …”. Eg. for the internal labs, we can use one of the local machines 134.115.157.142. Use another number if 134.115.157.142 is not up.


# route add uniwa.uwa.edu.au gw 134.115.157.142


# netstat –r


# traceroute uniwa.uwa.edu.au

The route command sets the routing table so that all packets meant for uniwa.uwa.edu.au are routed to 134.115.157.142. You should see the entry in the routing table, and it will be the first node in your output for traceroute as well.

You can delete the entry for that particular destination by:


# route del uniwa.uwa.edu.au


# netstat –r


# traceroute www.uwa.edu.au

The system will now send the packet through the default gateway gateway.murdoch.edu.au (134.115.156.1) again.

Exercises:

1. Try re-routing your packets through other machines in the lab.

Unfortunately, you can’t actually use any machines not within your subnet for re-routing, so you can only use machines with numbers 134.115.156.? and 134.115.157.?.
2. What happens if you put in more than one entry? Try adding the same entry twice, and look at the routing table. What do you see? When you have multiple entries for the same destination, what happens when you run one “route del …” for that destination?

3. Get in a group and use a few machines. Try to set up a routing path through multiple machines by setting the routing table in each machine.

4. DO THIS IF YOU ARE NOT DOING ANY MORE WORK. It may disrupt your system’s access to the Internet – so don’t do it if you are planning to do your assignment 2 test runs.  

Delete your default routing gateway entry by:


# route del 0.0.0.0

Look at the routing table again. Now try ping or traceroute to other machines outside of your subnet. Do you get a response?

You can restore the default configurations by copy the ETC and VAR files on the Win95 directory of your CD to your LS120 disk again, the way you did originally.
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