B227 Tutorial: Some Networking Features

In this tutorial, we will be going through three important networking features:

1. The services and protocols files,

2. The inetd Internet server, and

Material are drawn from LINUX Network Administrator’s Guide by Olaf Kirch (O’Reilly, 1995). An full online version of the book can be found at 

http://www.uni-tuebingen.de/zdv/projekte/linux/books/nag/nag.html
The Services and Protocols Files

As mentioned in lectures and in the textbook (page 523), the way programs get TCP and UDP services is by creating points called sockets. These sockets are basically addresses used by the operating system of the sender or the receiver to send or receive data. The socket numbers consist of 1) an IP address of the host (either sender or receiver), plus 2) a port number local to the host. To communicate, a connection must be established between the socket of the sender and the socket of the receiver.

The port numbers on which certain “standard” services are offered are defined by the Internet Engineering Task Force (IETF). To enable server and client programs to convert service names to these numbers, at least a part of the list is kept on each host; it is stored in a file called /etc/services. An entry is made up like this:

           Service
port/protocol   [aliases]

Here, service specifies the service name, port defines the port the service is offered on, and protocol defines which transport protocol is used. Commonly, this is either udp or tcp. It is possible for a service to be offered for more than one protocol, as well as offering different services on the same port, as long as the protocols are different. The aliases field allows to specify alternative names for the same service. 

Usually, you don't have to change the services file that comes along with the network software on your system. Nevertheless, here is an except of the file: 

tcpmux
1/tcp

# TCP port service multiplexer

echo

7/tcp

echo

7/udp

discard
9/tcp

sink null

discard
9/udp

sink null

systat
11/tcp
users

daytime
13/tcp

daytime
13/udp

netstat
15/tcp

qotd

17/tcp
quote

msp

18/tcp
# message send protocol

msp

18/udp
# message send protocol

chargen
19/tcp
ttytst source

chargen
19/udp
ttytst source

ftp-data    20/tcp      # File Transfer [Default Data]

ftp-data    20/udp      # File Transfer [Default Data]

ftp         21/tcp      # File Transfer [Control]

ftp         21/udp      # File Transfer [Control]

ssh         22/tcp      # Secure Shell Login

ssh         22/udp      # Secure Shell Login

telnet      23/tcp

telnet      23/udp

# 24 - private

smtp

25/tcp
mail

…

Note that, for example, the echo service is offered on port 7 for both TCP and UDP, and that FTP uses two ports – one for transferring data, and one for transferring control packets. Also note that it is convention to assign port numbers for both transmission using TCP and for UDP, even if one of those transmission methods is not used for the particular service.

You can have a look at the whole file on your system yourself by:


# cat /etc/services | more

or


# pico /etc/services

You also get more details of the contents of this file by reading the manual entry:


# man services

Similar to the services file, the networking library needs a way to translate protocol names (for example, those used in the services file) to protocol numbers understood by the IP layer on other hosts. This is done by looking up the name in the /etc/protocols file. It contains one entry per line, each containing a protocol name, and the associated number. Having to touch this file is even more unlikely than having to meddle with /etc/services. A sample file is given below: 

ip
0
IP
# internet protocol, pseudo protocol number

icmp
1
ICMP
# internet control message protocol

igmp
2
IGMP
# internet group multicast protocol

ggp
3
GGP
# gateway-gateway protocol

tcp
6
TCP
# transmission control protocol

pup
12
PUP
# PARC universal packet protocol

udp
17
UDP
# user datagram protocol

raw
255
RAW
# RAW IP interface

# End.

As with the /etc/services file, have a look at the contents of the file using cat or pico, and read the manual entry by man protocols.

The inetd Super Server

Frequently, services are performed by so-called daemons. A daemon is a program that opens a certain port, and waits for incoming connections. If one occurs, it creates a child process which accepts the connection, while the parent continues to listen for further requests. This concept has the drawback that for every service offered, a daemon has to run that listens on the port for a connection to occur, which generally means a waste of system resources like swap space. 

Thus, almost all installations run a “super-server” that creates sockets for a number of services, and listens on all of them simultaneously. When a remote host requests one of the services, the super-server notices this and spawns the server specified for this port. 

The super-server commonly used is inetd, the Internet Daemon. It is started at system boot time, and takes the list of services it is to manage from a startup file named /etc/inetd.conf. In addition to those servers invoked, there are a number of trivial services which are performed by inetd itself called internal services. They

include chargen which simply generates a string of characters, and daytime which returns the system's idea of the time of day. 

An entry in this file consists of a single line made up of the following fields: 

           service type protocol wait user server cmdline

The meaning of each field is as follows: 

service 

gives the service name. The service name has to be translated to a port number by looking it up in the /etc/services file (described above). 

type

specifies a socket type, either stream (for connection- oriented protocols) or dgram (for datagram protocols). TCP- based services should therefore always use stream, while UDP- based services should always use dgram. 

protocol

names the transport protocol used by the service. This must be a valid protocol name found in the protocols file, also explained below. 

wait

This option applies only to dgram sockets. It may be either wait or nowait. If wait is specified, inetd will only execute one server for the specified port at any time. Otherwise, it will immediately continue to listen on the port after executing the server.

user

This is the login id of the user the process is executed under. This will frequently be the root user, but some services may use different accounts. It is a very good idea to apply the principle of least privilege here, which states that you shouldn't run a command under a privileged account if the program doesn't     require this for proper functioning. For example, the NNTP news server will run as news, while services that may pose a security risk (such as tftp or finger) are often run as the user “nobody”. 

server

gives the full path name of the server program to be executed. Internal services are marked by the keyword internal. 

cmdline 

This is the command line to be passed to the server. This includes argument 0, that is the command name. Usually, this will be the program name of the server, unless the program behaves differently when invoked by a different name. This field is empty for internal services. 

Figure: A sample /etc/inetd.conf file 

time
stream tcp
nowait root
internal

time
dgram
 udp
wait root
internal

ftp
stream tcp
nowait root
/usr/sbin/tcpd  wu.ftpd -l -i -a

telnet stream tcp nowait root /usr/sbin/tcpd  in.telnetd

shell
stream tcp
nowait root
/usr/sbin/tcpd  in.rshd -L

login
stream tcp
nowait root
/usr/sbin/tcpd  in.rlogind

…

Read the comments (the lines starting with “#”) in your /etc/inetd.conf file using cat or pico to determine what type of Internet services are available in your system.
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