B227 Tutorial: Basic Networking Tools II

In this tutorial, we will be going through:

1. More tools for you to determine the status and activity of the network around your machine, and

2. How to associate a name to an IP number and make use of it.

At this stage, we will assume you are familiar with the fundamentals of running commands and navigating through the LINUX file system, as covered in the previous tutorials on “Introduction to LINUX”. You must also be familiar with the tools introduced in the tutorials on “Basic Network Tools”. If you are not familiar with them, go through the previous tutorials again.

Associating a DNS domain name to an IP number

In the file  /etc/hosts  are the entries to names which your machine understands and knows the IP number for. Any names not here, it will ask the default gateway machine to find. You can add lines to this file to make allow your machine to associate more names to IP numbers.

Eg.

 
Try


# ping mystery


You should get an error message.


Now edit the hosts file:


# pico /etc/hosts


Add the following line to file:

134.115.64.2  
mystery

Save and quit the editor. Then execute

# ping mystery

Exercises:

· Try adding the IP numbers for all the machines in the lab that you know are up and running. Give them all an appropriate name.

More Networking Tools

RUP:

RUP (remote up time) give information about the up time of all machines on your local network. It also give the load averages for the last 1, 5 and 15 minutes. You can use it to find out the machines which are up on your network. Try:


# rup

Read the manual page for rup for more details (“man rup”).

IFCONFIG:

IFCONFIG (interface configuration) is used to configure the network interfaces to your machine. The interface is the software part which LINUX uses to manipulate the network connection. Normally, IFCONFIG is used to assign an address to a network interface or to configure network interface parameters, or both. For our purpose, we can display the current configuration for a network interface using the command. Try


# ifconfig

For internal students, you will see two interfaces. The first one is “lo”, which is an interface for loopback. It is set-up so that if you send data out through it, it will come back to your own machine. It has the standard loopback IP address of 127.0.0.1. The second interface is “eth0”, which is for your Ethernet card. It contains some important information about the machine you are on:


Hwaddr: the hardware physical address (or MAC address)


inet addr: the Internet IP address

Bcast: the local network broadcast address. All broadcasts to this address will reach this machine. All machines in the lab has the same Bcast address

TX: transmitted frame

RX: received frames

Collisions: collisions detected (remember Ethernet is a CSMA protocol with collision detection)

External students should already have used ifconfig to set up your network interfaces. You will have as many interfaces as you’ve set up.

Read the manual page for ifconfig for more details (“man ifconfig”).

TCPdump: 

TCPdump is a packet decoder. It detects packets arriving on your machine and presents the data stored on those packets. Originally it was written only to diagnose the contents of TCP packets, but have been extended much more since. The actually content will obviously depend on the format of frames used by the protocols sending the packets.

Running tcpdump without any get a dump summary information for every Internet packet received or transmitted on the default interface. However, TCPdump provides several important options, as well as the ability to specify an expression to restrict the range of packets you wish to study. 

Unfortunately, the manual page for TCPdump is not on the CD. You can get it from the http://freesoft.org/CIE/Topics/56.htm. There are a lot of information TCPdump can give you, most of which you won’t understand until we study the network and transport layer in the next few weeks. For now, learn the basic operations of TCPdump we will revisit it again and again in future tutorials.

Some examples:


# tcdump

This will continuously dump all packets onto the screen as they are received. Use Ctrl-C to quit.

# tcpdump –c 5

Only dump the next 5 packets received.

# tcpdump src host 134.115.157.141

Dump only the packets whose source is the machine 134.115.157.141.

# tcpdump dst host 134.115.157.141

Dump only the packets whose destination is the machine 134.115.157.141.

# tcpdump host 134.115.157.141

Dump only the packets whose source or destination is the machine 134.115.157.141.

# tcpdump –c 5 host 134.115.157.141

Dump the next five packets whose source or destination is the machine 134.115.157.141.

You can do the last three examples using the IP number of your machine. Then you will be able to see only packets meant for, or sent from, your machine. You can find out your IP number using ifconfig. Compare that to all the other broadcast packets on the network.

You can use the –c option so the information doesn’t scroll too fast for you to read, or you can redirect the output to a file. You will still need to press CTRL-C if you do not use the –c option.

Time-stamp:

All lines in the output will begin with a time stamp of when the packet was received, according to your system clock. The format of the time stamp is hour:minute:second.fraction_of_second.

Some typical packets:

ARP packets of the form:


arp who-has machine_A tell machine_B

which means this packet is requesting the address information about machine_A. Any machine who receives this packet and knows the information, send it to machine_B.


arp reply machine_B is-at hwaddr_machine_B

which means this packet is answering the request for address of machine_B, and the address is hwaddr_machine_B.


Broadcast packets of the form:



0:e0:29:9:62:13  BROADCAST …

which means this packet is broadcast to the whole local network from the machine 0:e0:29:9:62:13.

Acknowledgment packets of the form:



ack machine_A > machine_B : …

An acknowledgment packet from machine_A to machine_B.

Other packets (TCP, UDP, etc) of the general form:



machine_A > machine_B : …

A packet from machine_A to machine_B.

Exercises:

· For internal students, get into a group, and start setting up continuous tcpdump to detect traffic going to and coming from a particular machine close to you. Then press ALT-F2 to go to another virtual terminal, and ping the other machine. Press ALT-F1 to return to the original terminal to view the packets that were sent due to your ping. The packets received by the other machine should also show-up in the other machine’s tcpdump.

· Do the same with traceroute.

· For all students (especially the external students), do the above, but try it for external sites not on the local network.
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