B227 Tutorial: Basic Networking Tools I

In this tutorial, we will be going through:

1. An introduction to the basics of behind TCP/IP and DNS.

2. Introduce some simple networking tools in LINUX

DNS (Domain Names System) will be covered in detail in lectures when we get to the topic on Application Layer at the end of the semester. TCP (Transport Control Protocol) will be covered in the topic Transport Layer. IP (Internet Protocol) will be covered in the topic Network Layer. At this stage, follow the hand-outs to get a basic idea behind the concepts.

The emphasis of this tutorial is on:

1. Using the simple tools to detect the network around you

2. Using the results of these tools to understand the basics of TCP/IP and DNS.

At this stage, we will assume you are familiar with the fundamentals of running commands and navigating through the LINUX file system, as covered in the previous tutorials on “Introduction to LINUX”. If you are not familiar with them, go through the previous tutorials again.

Preliminary concepts of TCP/IP and DNS

Internal students: your tutor will give an introduction to those concepts. Also refer to the hand-outs available in the B227 box in the library’s Closed Reserved.

External students: Read the hand-outs accompanying the CD and floppy disk. Consult your tutor if you have problems.

Starting Up the System

Internal Students:

You will need the following:

1. A copy of the CD labelled “B227 Data Communications, Semester 1 2000, Internal Edition”

2. A blank bootable 1.44Mb floppy disk

3. A blank LS120 disk

Do the following:

1. In Windows, copy all contents of the 1.44Mb boot disk available from you tutor to you own boot disk. 

2. Create a directory called \linux on your LS120 disk. Copy the ETC and VAR files in the directory \Win95 on the CD to the \linux directory on your LS120 disk. Verify that the ETC file is 5,000Kb and the VAR file is 50,000Kb. If it is any smaller, you have only made a link instead of a full copy. The best way is to select the two files, then press <Ctrl>-C (to copy), then select the \linux directory, and press <Ctrl>-V (to paste). 

3. Restart your machine with your 1.44Mb boot disk in the floppy drive, and the CD in the CD drive.

4. Put your LS120 disk into floppy drive when asked to do so.

5. When asked to select an IP number, select the one given to you by your tutor. Everyone in the lab MUST select a different one.

6. When you get to the login prompt, log in as “root”.

External Students:

You will need the following:

1. A copy of the CD labelled “B227 Data Communications, Semester 1 2000, External Edition”

2. A blank bootable 1.44Mb floppy disk, labelled “Boot disk for B227, Semester 1 2000”

3. Know how to set up a PPP connection to your ISP (Internet Service Provider). You will need to consult your ISP for this.

You should have received 1 and 2 from the External Studies Unit.

Do the following:

1. In Windows, create a directory called \linux on your C drive. Copy the ETC and VAR files in the directory \Win95 on the CD to this c:\linux directory. . If it is any smaller, you have only made a link instead of a full copy. The best way is to select the two files, then press <Ctrl>-C (to copy), then select the \linux directory, and press <Ctrl>-V (to paste).

2. Restart your machine with the 1.44Mb boot disk in the floppy drive, and the CD in the CD drive.

3. When you get to the login prompt, log in as “root”.

4. Start the program “minicom”.

Once you have logged in, you will need dial-up to your ISP. You can do so by invoking the “minicom” program. Follow these simple steps:

1. Start the minicom program (type “minicom” at the prompt).

2. In the program, type “ATZ”. You should get the response “OK”.

3. Type “ATD” followed by the dial-up number to your ISP. Eg. if your ISP’s number is 9360 1111, then type “ATD93601111”. You should get to the login prompt for your ISP. Type in your username and password.

If the above doesn’t work, you will have to consult your ISP. You tutor may be able to help you if you are making some basic mistakes which has nothing to do with your ISP.

If the dial-up is successful, type ALT-F2 (press the ALT key and the F1 function key at the top of your keyboard together). You will get another login prompt. Login as root again. At this stage, you will need to make a PPP connection to your ISP. There many ways your ISP could have set-up this connection. Again, you will need to consult your ISP for this.

Networking Tools

ARP:

ARP stands for Address Resolution Protocol. It is used to resolve host machine physical addresses to IP addresses. 

An example:

# arp –a

This command gives all entries in the ARP table for your machine – there should only be one at the moment. In the result above, it gives the machine’s 

domain name: gateway.murdoch.edu.au

IP address: 134.115.156.1

physical address: 00:60:3E:10:0A:20

LAN interface: [ether] on eth0    (don’t worry about this for now).

For LINUX systems, this is a convenient way of getting all the above information all at once.

PING:

PING is a widely used network tool to verify a TCP/IP connection from one machine to another. It stands for Packet Internet Groper. The name PING is also appropriate because it acts very much like the sonar device with the same name used in submarines.

PING works by send a few test network packets to another machine. When the destination machine receives the PING packets, it responds with return packets, and the PING utility measures the time taken for the packet to travel round-trip. As in most systems, the PING tool in our system sends 3 packets by default.

Some example PING commands:

# ping –c 5 134.115.64.102

Send 5 test packets to the machine with IP address 134.115.64.102

# ping –c 5 demarco.it.murdoch.edu.au

Send 5 test packets to the machine with domain name demarco.it.murdoch.edu.au (a machine in the School of IT).

# ping –c 1 student.murdoch.edu.au

Send 1 test packet to the machine with domain name student.murdoch.edu.au (the Murdoch University student server).

# ping –c 1 www.telstra.com.au

Send 1 test packet to the machine with domain name www.telstra.com.au (Telstra’s main web server).

An example PING result:

# ping –c 5 demarco.it.murdoch.edu.au

PING demarco.it.murdoch.edu.au (134.115.64.102): 56 data bytes

64 bytes from 134.115.64.102: icmp_seq=0 ttl=127 time=1.3 ms

64 bytes from 134.115.64.102: icmp_seq=1 ttl=127 time=0.5 ms

64 bytes from 134.115.64.102: icmp_seq=2 ttl=127 time=1.1 ms

64 bytes from 134.115.64.102: icmp_seq=3 ttl=127 time=1.2 ms

64 bytes from 134.115.64.102: icmp_seq=4 ttl=127 time=0.6 ms

--- demarco.it.murdoch.edu.au ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss

round-trip min/avg/max = 0.5/0.9/1.3 ms

In this example, 5 packets were sent to the machine with the domain name demarco.it.murdoch.edu.au. The sent packets were of size 56 bytes. The return packets from demarco were 64 bytes. It took an average 0.9 ms (milli-seconds) for the packets to get to demarco and come back. The minimum time was 0.5 ms (packet number 2), and the maximum was 1.3 ms (packet number 0). In the results, ttl mean the time-to-live. The ttl value is set by the destination machine (demarco) – different machines will set a different ttl value for PING packets. Each machine in the path on the return trip decreases the ttl value by one. When ttl value of a packet gets to 0, the packet is discarded. It is a way of ensuring no packets bounces around a network forever.

Note that you can only use ping to detect the connection from your machine to another remote one. You cannot use it to test the connection between two remote machines.

Note also that PING can generate a large volume of network traffic, especially if you are in a lab of 15 students all doing the same thing. So be liberal in your normal use of PING, and of the amount of packets you send out and request for (the –c option). 

Some Exercises:

· For internal students, try PINGing the IP address of the machine next to you (get the IP address from your tutor). Now try PINGing an IP address which you know is not allocated. Learn to recognise the different responses.

· Trying PINGing other machines which you have the domain name or the IP number for, for example, your own ISP. You can also look up domain names of web servers around the world while surfing the web. The domain names are usually the first part of the URL.

· Try PING a particular machine at different times during the day, and see what the round-trip times are. Do they correlate with what you believe should be the network traffic at those times?

· Read the manual page for PING (type “man ping”) and try the other options.

TRACEROUTE:

TRACEROUTE is a tool used to follow the path a packet takes from one machine to another destination machine. It shows all the intermediate points taken by the packet to get to its destination. If it doesn’t arrive at it’s destination, it will only show all the intermediate points.

TRACEROUTE works by send a few test network packets to another machine. All intermediate machines the packets goes through responds with return packets containing their domain names and IP addresses. TRACEROUTE also measures the time taken to receive these return packets to determine the roundtrip time. By default, TRACEROUTE sends and receives 3 packets.

Some example TRACEROUTE commands:

# traceroute 134.115.64.102

Trace the network path to the machine with IP address 134.115.64.102

# traceroute www.uwa.edu.au

Trace the network path to the machine with domain name www.uwa.edu.au (The University of Western Australia’s main web server).

As with PING, note that you can only use TRACEROUTE to trace the connection from your machine to another remote one. You cannot use it to trace the connection between two remote machines.

Note also that even more so than PING, TRACEROUTE can generate an even larger volume of network traffic. So be liberal in your normal use of TRACEROUTE.

Some Exercises:

· Trying TRACEROUTE to other machines which you have the domain name or the IP number for, for example, your own ISP.

· Try TRACEROUTE over a few different day, and over different weeks. Do the routes change? You will learn more about routing tables in future tutorials and exercises. We will also discuss routing in depth when we get to the lectures on the IP protocol in the Network Layer.

· Read the manual page for TRACEROUTE (type “man traceroute”) and try the other options.
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