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ICT336 Internet Systems Programming

 Implementing a Web Server
(Week 4 Lectures)
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Lecture Objectives

 Understand the basic HTTP request-response
handling mechanisms of a web server.

 Know the basic requirements of using Perl to
implement the HTTP request-response
handling mechanisms of a web server.
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Lecture Objectives

 Relevance to unit objectives:
 Learning objective 2: Writing software

 Relevance to assessments:

 Lab week 5

 assignment 1
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Lecture Outline

 Sockets

 Example code for components of a simple
web server



HTTP/1.0 200 OK
MIME-Version: 1.0
Server: Apache/1.3.12 (Unix)
Content-Type: text/html
Content-Length: 1234

<HTML>
    <HEAD>
        <TITLE>My Web Page</TITLE>
    <HEAD>
    <BODY>
        <P>This is my web page</P>
    </BODY>
</HTML>

GET /~hiew/page.html HTTP/1.0
Connection: Keep-Alive
Accept: */*
Accept-Charset: iso-8859-1,*,utf-8
Accept-Encoding: gzip
Accept-Language: en
Host: arginine.it.murdoch.edu.au:12345
User-Agent: Mozilla/4.0

Web Client

Web Server

1. Constructs a request

2. Sends to server

3. Construct a response

4. Sends back to client



A Serial Web Server
#!/usr/bin/perl
# file: web_serial.pl
# The baseline server handles requests serially

use strict;
use IO::Socket;
use Web;

my $port = shift || 8080;
my $socket = IO::Socket::INET->new( LocalPort => $port,

    Listen    => SOMAXCONN,
    Reuse     => 1 )

or die "Can't create listen socket: $!";
while (my $c = $socket->accept) {
  handle_connection($c);
  close $c;
}
close $socket;



package Web;
# file: Web.pm
# Core Web Server Routines

# utility routines for a minimal web server.
# handle_connection() and docroot() are only exported
functions

use strict;
use vars '@ISA','@EXPORT';
use IO::File;
require Exporter;

@ISA = 'Exporter';
@EXPORT = qw(handle_connection docroot);

my $DOCUMENT_ROOT = '/home/www/htdocs';
my $CRLF = "\015\012";

•The Web.pm package used by your web server script:

(continued next page)

Note: this line is missing in 
the example code in Unit 
Reader 4 Figure 15.1. 
Please add it in.



sub handle_connection {
  my $c = shift;   # socket
  my ($fh,$type,$length,$url,$method);
  local $/ = "$CRLF$CRLF";   # set end-of-line character
  my $request = <$c>;        # read the request header

  return invalid_request($c) 
    unless ($method,$url) = $request =~ m!^(GET|HEAD) (/.*) HTTP/1\.[01]!;     
  return not_found($c) unless ($fh,$type,$length) = lookup_file($url);
  return redirect($c,"$url/") if $type eq 'directory';

  # print the header
  print $c "HTTP/1.0 200 OK$CRLF";
  print $c "Content-length: $length$CRLF";
  print $c "Content-type: $type$CRLF";
  print $c $CRLF;

  return unless $method eq 'GET';

  # print the content
  my $buffer;
  while ( read($fh,$buffer,1024) ) {
    print $c $buffer;
  }
  close $fh;
}

(continued next page)



sub lookup_file {
  my $url = shift;
  my $path = $DOCUMENT_ROOT . $url;               # turn into a path
  $path =~ s/\?.*$//;                             # get rid of query
  $path =~ s/\#.*$//;                             # get rid of fragment
  $path .= 'index.html' if $url=~m!/$!;           # get index.html if path ends in /
  return if $path =~ m!/\.\./!;                   # don't allow relative paths (..)
  return (undef,'directory',undef) if -d $path;   # oops! a directory
  my $type = 'text/plain';                        # default MIME type
  $type = 'text/html'  if $path =~ /\.html?$/i;   # HTML file?
  $type = 'image/gif'  if $path =~ /\.gif$/i;     # GIF?
  $type = 'image/jpeg' if $path =~ /\.jpe?g$/i;   # JPEG?
  return unless my $length = (stat(_))[7];        # file size
  return unless my $fh = IO::File->new($path,"<");   # try to open file
  return ($fh,$type,$length);
}

(continued next page)



sub redirect {
  my ($c,$url) = @_;
  my $host = $c->sockhost;
  my $port = $c->sockport;
  my $moved_to = "http://$host:$port$url";
  print $c "HTTP/1.0 301 Moved permanently$CRLF";                                 
  print $c "Location: $moved_to$CRLF";
  print $c "Content-type: text/html$CRLF$CRLF";
  print $c <<END;
<HTML>
<HEAD><TITLE>301 Moved</TITLE></HEAD>
<BODY><H1>Moved</H1>
<P>The requested document has moved
<A HREF="$moved_to">here</A>.</P>
</BODY>
</HTML>
END
}

(continued next page)



sub invalid_request {
  my $c = shift;
  print $c "HTTP/1.0 400 Bad request$CRLF";
  print $c "Content-type: text/html$CRLF$CRLF";                                  
  print $c <<END;
<HTML>
<HEAD><TITLE>400 Bad Request</TITLE></HEAD>
<BODY><H1>Bad Request</H1>
<P>Your browser sent a request that this server 
does not support.</P>
</BODY>
</HTML>
END
}

(continued next page)



sub not_found {
  my $c = shift;
  print $c "HTTP/1.0 404 Document not found$CRLF";
  print $c "Content-type: text/html$CRLF$CRLF";
  print $c <<END;
<HTML>
<HEAD><TITLE>404 Not Found</TITLE></HEAD>
<BODY><H1>Not Found</H1>
 <P>The requested document was not found on this server.</P>                      
</BODY>
</HTML>
END
}

sub docroot {
  $DOCUMENT_ROOT = shift if @_;
  return $DOCUMENT_ROOT;
}

1;

(continued next page)
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Sockets

 Sockets is a programming language concept which allows a
TCP or UDP connections to be formed between two network
programs.

 They serve as “end-points” of the TCP or UDP connection - something
Internet client and server code use to send data to the other side.

 Programmer establish these connections by setting parameters like port
numbers, transport protocol, etc.

 The socket API  handles the details or TCP, UDP, IP, etc - this is the
concept of layered software.

 In Perl, the common way of using sockets is to create the
IO::Socket objects.
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Sockets in your web client

 Why didn’t we use sockets in our web client in last
week’s lectures?

 We did!
 The LWP::UserAgent object uses sockets to send requests for

us.

 If you look in the http.pm file in Perl library (eg.
C:\>PERL\SITE\LIB\LWP\PROTOCOL\ in ActivePerl under
Windows, or in /usr/local/lib/perl5/site_perl/5.8.0/LWP/Protocol on
gryphon), you will see the similar calls to the IO::Socket class
methods as in our web server.
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More about Sockets

 You can learn the details of how to use
socket APIs in the unit ICT310 Operating
Systems and Systems Programming.

 In this unit, we are more interested in the
HTTP request-response handling
mechanism built on top of the sockets.
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Our Serial Web Server

 In our example serial web server, we only deal with
one connection from one client at a time.

 This is sufficient to demonstrate the concept of
request-response handling on our server.

 Extending this to a more realistic multiprocessing or
multithreading web server which can serve multiple
request at once (such as what the Apache web
server does) is beyond this unit.
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Our Serial Web Server

 The example code also only restrict itself to
only processing “GET” and “HEAD” requests.

 In your assignment 1, you will be asked to
implement further standard HTTP methods.
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Outline of web_serial.pl

<COMMENTS>

<LOAD PACKAGES>

<Get the PORT number from the first argument to the script, or set
to 8080 if the script has no arguments>

<Create an Internet TCP socket for the given PORT number - “Listen”
is the maximum queue size for the socket, SOMAXCONN is the a system
variable - Setting “Reuse” to 1 means the same socket can be used
for more than one connection>

<LOOP>
  <Get the handle to incoming communication>
  <Pass the handle to handle_connection() in Web.pm>
</LOOP>

<Close socket>
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Outline of handle_connection()

<Set the socket handle supplied as a parameter>
<Set the standard end-of-line character for HTTP messages>
<Read the contents from the socket handle into a request variable>

<SECTION TO CHECK FOR ERRORS>
    <Check to make sure the main request line has the right string 

format. Call invalid_request() otherwise. Set $method to 
GET or HEAD, and $url to the supplied URL>

    <Call lookup_file() to find the specified $url in the file
system. Call not_found() if lookup_file() fails.>

    <If the type of ‘file’ return from lookup_file() is actually a 
directory, call redirect()>

<Print the status line and the headers for the response to the socket
handle (ie. to the client)>

<If the HTTP method is “GET”, print the file requested in the URL to
the socket handle (ie. to the client)>



Another look at handle_connection()

Socket handle
- connection to client -

established in web_serial.pl
before calling

handle_connection()

Read request from socket handle

Check request line

Call lookup_file()

Check if resource is a directory

Call
invalid_request()

Call
not_found()

Find the resource requested

Call
redirect()

OK

not
OK

found

not found

no

yes

send 400
response

send 404
response

send 301
response

send 200
response

control flow

data flow
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Checking the request line:

($method,$url) = $request =~ m!^(GET|HEAD) (/.*) HTTP/1\.[01]! ;

Match $request with the expression given in m!…!

Match beginning
of line

Match either the
word “GET” or the
word “HEAD”

Match the character “/”
followed by a sequence of
zero or more non-space
characters

Match the string
“HTTP/1.0” or
“HTTP/1.1”

Put matching result in

Put matching result in
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Checking the request line:

 Some examples:

GET /index.html HTTP/1.0$request: GET$method:

/index.html$url:

HEAD /mypage.html HTTP/1.1$request: HEAD$method:

/mypage.html$url:

HTTP/1.1 /mypage.html HEAD$request: FAIL!

GET /index.html  HTTP/1.2$request: FAIL!

GET / HTTP/1.0$request: GET$method:

$url: /
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Outline of lookup_file()

<Set the URL supplied as a parameter>

<Add the DocumentRoot of your web site to the front of the URL - 
converting from the URL to the file path>

<Get rid of spurious characters in the file path.>

<Fail if the the file path is really a path to a directory>

<Determine the file type and size>

<See if the file can be opened>

<return the a handle to the file, the file type and size>
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Outline of invalid_request(),
redirect() and not_found()

<Print to the socket handle (ie. to the client) the appropriate
headers for the HTTP response.>

<Print the appropriate message in HTML to show to the user at the
client side.>

 These subroutine sends the relevant responses to
the web client when there are errors.



25

Read the Scripts Yourself!

 Unfortunately I can't think of how to make the
scripts any easier to understand than I already
have.

 You can’t get away from reading the scripts line by line and
understanding what it does.

 Please make sure you read and understand ALL of Web.pm.
You will need to be able to modify it for your assignment 1.
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Trying out the scripts

 The scripts given in this lecture is available in the account
~hiew on gryphon. To copy and execute the scripts, do the
following (use your allocated port number instead of 12345):

gryphon:~> cp  ~hiew/examples/web/*  .
gryphon:~> perl  web_serial.pl  12345

 Then start a browser (or your web client from last week) and
access the URL:

 http://gryphon.murdoch.edu.au:12345/test.html
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Further Reading

 Required Reading

 Unit Reader 5: A Simple Web Server


